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Moving to IPv6
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IPv6 Addressing Strategy

Sub-netting example 2001:db8::/32
128 Bits
<€ >
/16 ;32 ,40/44 /64 /128
L | Interface ID
| Regions
PD: 2001db8100/44 E (/40 256 reglonS) 2001:db8::/40, 2001:db8:100::/40, .., 2001:db8:ff00::/40
2001'_3:)2261%“ » .*" Service within region (/44 provides 16)

Voice: 2C.)01:o.lb8:i.2/0::/44 (DOCS|S PD, Internet, voice, etc)
CMTS 1 PD: 2001:db8:100::/48 : 6 ) De‘"ces prOVIdlng d
CMTS 2 PD: 2001:db8:101::/48 S : ' service

CMTS 3 PD: 2001:db8:102::/48

http://www.cisco.com/en/US/docs/solutions/SBA/February2013/Cisco SBA BN IPv6AddressingGuide-Feb2013.pdf
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IPv6 for the Access Network

IPv6 neighbor IPv6 address
discovery acquisition
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Next-hop Determination

IP:172.18.98.2
SM: 255.255.255.0

IP: 172.18.100.10
SM: 255.255.255.0

172.18.98.1/24

172.18.100.1/24

//

DR:172.18.98.1 H1 DR:172.18.100.1 H3

IP: 2001:db8::2 IP: 2001:db8:5::2

DR: fe80::¢c5c0 DR: fe80::¢c5c0

On-link prefixes: On-link prefixes:

2001:db8::/64 2001:db8::/64
IP: 172.18.98.3 I
SM: 255.255.255.0 fe80::¢c5c0
DR:172.18.98.1 E 2001:db8::c5c0/64

IP: 2001:db8::3 o 2001:db8:5::c5c0/64

DR: fe80::¢c5c0

2001:db8::/64

On-link prefixes:
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IP: 172.18.200.20
SM: 255.255.255.0
DR:172.18.200.1

IP: 2001:db8:20::3
DR: fe80::abcd
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IPv6 Router Advertisement

Hop Limit EEEE Router Lifetime
Reachable Time

Retransmit Timer

Source LL(1) Length (1) Link-layer Address

Link-layer Address (continued)

MTU (5) Length (1) Reserved

Length(8) | ererix ten [i| [s] nesv

Valid Lifetime

Preferred Lifetime

Reserved (all zeroes)

Prefix
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DOCSIS 3.0 IPv6 architecture

Home/SMB

Customer

. adngm YEMmElT MSO admin domain

M (4)) g

CPE wireless
— access point_~£Router
CZP_! =4 CM router receives
D/ethfémet 2001:DB8:3::/48
g, bridg through prefix delegation;
CPE __J assigns /64
ﬁ prefixes from 2001:DB8:3::/48 to

customer network links

HFC link; assigned 2001:DB8:FFFF:0::/64 (mgmt) and 2001:DB8:FFFE:0::/64 (service)
Customer network link 1; assigned 2001:DB8:3:0::/64
Customer network link 2; assigned 2001:DB8:3:1::/64
Customer network link 3; assigned 2001:DB8:3:2::/64
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Multicast in DOCSIS

» DOCSIS 3.0 & 2.0 +

» Multicast DSID
Forwarding
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IPv6 Provisioning

CI}/I MDD CMTS DHICP TFTP TCI)D
Link-local address NS (DAD) -
assighment ‘No response expected to DAD
' RS R
Router discovery | RA g
_soLiciT
DHCPv6 . (Rapid commit) 5
(based on M bit) . RELAY-FORW }
_ ADVERTISE | RELAY-REPL ; ;
I REQUEST >O,DtIOnGIIfRUpId
f | Commit not used
__RELAY-FORW ; ;
" RELAY-REPL
' REPLY
. NS (DAD) Rk

ENo response exﬁected to DAD
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IPv6 for a CE Router

eRouter generates RA (M=1, O=1, prefix = derived
from IA_PD with A=1, L=1)

CPE can use SLAAC or DHCPvG6 to get IP
address

If using DHCPv6 CPE can also request IA_PD

DHCPv6 for IA_NA and IA_PD

CMTS eRouter
—

RA with prefix = derived from IA_PD
SLAAC for hosts
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CM online on CMTS-1

Provisioning

WAN Router

chE Router

PC PC
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CM move to CMTS-2

Provisioning

WAN Router

cM

chE Router

PC PC
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Protecting the Network

» Dual-stack
considerations

» Neighbor Discovery
attacks

» CPU and memory
resource protection
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Transition Strategies
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Transition Strategy — MSO “ X"

DHCP TFTP DNS
Access model 1 > NLV'P 3
- = )
:—J L
CPE1 CM1 \ H

IPv6
Internet
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IPv4

— |Internet
%\J

AFTR

Access model 2

CPE2

, | Public IPv4 space used for CMM reclaimed

N
N

Public IPv4 space used for CPE reclalmed
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