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BOTNET (roBOT NETwork)
Required Bots

What is a Bot?

"Demystifying Search Engine Optimization [viz notes] #wcyvr" by giulia.forsythe is marked with CC0 1.0.

https://www.flickr.com/photos/59217476@N00/8084222814
https://www.flickr.com/photos/59217476@N00
https://creativecommons.org/publicdomain/zero/1.0/?ref=openverse
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BOTNET (roBOT NETwork)
Required Bots
Malicious Bots

What is a Bot?

"Botnet" by EpicTop10.com is licensed under CC BY 2.0.

https://www.flickr.com/photos/182229932@N07/48529634931
https://www.flickr.com/photos/182229932@N07
https://creativecommons.org/licenses/by/2.0/?ref=openverse
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Botnet Delivery Methods

Phishing
• Appears to be legitimate source
• Act fast, limited time to think
• Malicious links or attachments (PDF, Spreadsheets, 

pictures etc)
• Often claims reader is compromised

© 2009-2021 Eclipse Digital Imaging, Inc
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Botnet Delivery Methods

"Extreme Phishing: Eppicard" by inju is licensed under CC BY-NC-SA 2.0.

SMShing
• URL shorteners hide destination
• Much less filtering than email
• No virus protection on most!

https://www.flickr.com/photos/35468141938@N01/2511263093
https://www.flickr.com/photos/35468141938@N01
https://creativecommons.org/licenses/by-nc-sa/2.0/?ref=openverse
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Botnet Delivery Methods

SMShing
• URL shorteners hide destination
• Much less filtering than email
• No virus protection on most!

"wtf mycroft?" by mathowie is licensed under CC BY-NC-SA 2.0.

Malvertising
• Malicious pop ups/unders
• Risk increases as website 

reputation decreases
• Games and applications have 

the same risk profile

https://www.flickr.com/photos/12037949644@N01/45432993
https://www.flickr.com/photos/12037949644@N01
https://creativecommons.org/licenses/by-nc-sa/2.0/?ref=openverse
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Botnet Delivery Methods

Malvertising
• Malicious pop ups/unders
• Risk increases as website 

reputation decreases
• Games and applications have 

the same risk profile

Game and Application Cheats and 
cracks
• Often asks to disable AV to avoid 

false positives
• Sometimes embeds links to 

malicious content instead of 
payloads

• There is no reputable crack

"Data Security" by Visual Content is licensed under CC BY 2.0.

https://www.flickr.com/photos/143601516@N03/29972713206
https://www.flickr.com/photos/143601516@N03
https://creativecommons.org/licenses/by/2.0/?ref=openverse
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Payload Types

Info Stealers
• All username and 

password data 
remembered by all 
browsers

• All credit card 
information 
remembered all 
browsers

• Can collect specific file 
types, including MFA 
tokens

"Identity Thief - Stolen Credit Card Information" by cafecredit is licensed under CC BY 2.0.

https://www.flickr.com/photos/143215168@N08/31741055585
https://www.flickr.com/photos/143215168@N08
https://creativecommons.org/licenses/by/2.0/?ref=openverse
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Payload Types

"Addams Family Hand Puppets" by Brechtbug is licensed under CC BY-NC-ND 2.0.

Remote Access Tools
• Clients assume the 

victim's digital identity
• Residential IP Proxy as a 

Service comes with 
many free programs

• RESIP’s charge by the 
gigabyte for the victim’s 
internet and mobile data 
utilization

https://www.flickr.com/photos/93779577@N00/4950653636
https://www.flickr.com/photos/93779577@N00
https://creativecommons.org/licenses/by-nd-nc/2.0/jp/?ref=openverse
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Payload Types

Crypto Jacking
• Covertly uses victim’s 

computer resources 
(power, cooling, 
availability)

• Can be launched in 
browsers

• Can reside in high 
performance compute 
environments

"Cryptojacking" by EpicTop10.com is licensed under CC BY 2.0.

https://www.flickr.com/photos/182229932@N07/48648449422
https://www.flickr.com/photos/182229932@N07
https://creativecommons.org/licenses/by/2.0/?ref=openverse
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Payload Types

"Locky ransomware: payment" by Christiaan Colen is licensed under CC BY-SA 2.0.

Ransomware
• Deny access to files and 

information
• Sells or gives away all the 

victims encrypted data
• Includes all browser data

https://www.flickr.com/photos/132889348@N07/33091153270
https://www.flickr.com/photos/132889348@N07
https://creativecommons.org/licenses/by-sa/2.0/?ref=openverse
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Payload Types

"Computer Virus Spreads to Humans" by TedRheingold is licensed under CC BY-NC 2.0.

https://www.flickr.com/photos/29231703@N00/113996138
https://www.flickr.com/photos/29231703@N00
https://creativecommons.org/licenses/by-nc/2.0/?ref=openverse
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Email

Indicators of Risk

www.rnicrosoft.com• Misspellings, abbreviations and character 
substitutions 

• Hyperlinks
www.paypl.com

www.amaz0n.com

Picture from https://123series.watch/year/2022/
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Indicators of Risk

Web Browsing
• Inverse relationship between reputation 

and risk
• Verify lock in navigation bar before 

entering any sensitive information

Picture from https://www.nbc.com
Picture from https://123series.watch/year/2022/

Picture from https://mail.yahoo.com
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Indicators of Risk

SMS
• Unrecognized senders, unrecognized 

phone numbers or links
• Limited time offer, promises rewards 

for clicking/calling, exclusive etc

Picture from https://www.nbc.com

Picture from https://123series.watch/year/2022/

Picture from https://mail.yahoo.com
"SMS Text Message Phishing Spam Scan" by Wayan Vota is licensed under CC BY-NC-SA 2.0.

"iPhone SMS Spam Invades America" by Wayan Vota is licensed under CC BY-NC-SA 2.0.

https://www.flickr.com/photos/42925588@N00/9647849895
https://www.flickr.com/photos/42925588@N00
https://creativecommons.org/licenses/by-nc-sa/2.0/?ref=openverse
https://www.flickr.com/photos/42925588@N00/7086975221
https://www.flickr.com/photos/42925588@N00
https://creativecommons.org/licenses/by-nc-sa/2.0/?ref=openverse
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General Takeaways
• Changing passwords on an infected 

machine leads to re-compromise
• Storing passwords or credit card information 

in browsers is dangerous
• If it’s free, YOU are the product
• Game & App Cracks/Cheats nearly always 

pack malicious payloads
• Mobile antivirus protection is just as 

important as a PC and is only 1 layer
• You are the next layer! Staying objective and 

diligent in a digital world is everyone’s 
responsibility

General Takeaways

"you" by gfairchild is licensed under CC BY 2.0.

https://www.flickr.com/photos/36770908@N08/4464441458
https://www.flickr.com/photos/36770908@N08
https://creativecommons.org/licenses/by/2.0/?ref=openverse
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Thank You!
Claire Nobles
Project Manager 5
Comcast
Claire_Nobles@comcast.com 
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