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Botnet Delivery Methods
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Phishing

Appears to be legitimate source
Act fast, limited time to think

Malicious links or attachments (PDF, Spreadsheets,

pictures etc)

Often claims reader is compromised
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SMShing
« URL shorteners hide destination _—

« Much less filtering than email 25 80 X022

Documents Fhotos Feader Web mos v

II = = (Search Mail ) Search the e ) 2255 @O O

* No virus protection on most!

Wired Top Sterins - Carbon Nana

5. ‘JIJ.I-. At L ] LA
‘= Back o Search Roslts (Reportsoam ) (Deicte ) | e

A Important Customer Information e |x
Ao | from  EpPIGard <accobnta@eppcandy.com®
1% undischosed-recipients
4516 Tye, May 20, 2008 al 11:36 AM
SUHEE!  Important Customer Information
New Login Procedurel

©n May 20, EPPICard changed the login proceduns roguired (o a8

Your socurty is of utmost importance, To ensure that logging
Questions is an additional security piece in addiion to the cart

a Add to Contacts

Jan 19, 2008 2:10 PML

Eneolimant Process:

"

Extreme Phishing: Eppicard" by inju is licensed under CC BY-NC-SA 2.0.
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Botnet Delivery Methods

Firefox pravented this site from opening a popup window,
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Find search plugins ]Edvancea

All Resources... Our carrent Top 10
Community Most of our users are looking for the following search engine plugins. Just click on the links below in order to get the results faster than ever.
About 5 | T X P £ .
Books 1. google 2. wikipedia 3. dicionarv.com 4. imdb 5. vahoo
FAQ 6. astalavista 7. altavista 8. ebay 9. leo 10. msn
Links 5
el Browse the categories
Status Reports
Supportars Arts (106) Business and Economv (92) Computer (310)
Ardme (21) Literature (37) Music (187) Classified (49) Filz Sharing (62) Games (62) Intemet (113)
Mogilla (52) ...
Directory (106) General (543) Health (42)
Weather (10)
Kids and Teens (20) News (110) Recreation (82)
Tech News (72) Games (77) Movies (62) Travel (41)
Reference (227) Shopping (408) Societv (32)
Academic (190} Lansuase dictionary (325) Auction (50) Adult (15) Belizion (42) Weblozs (48)

Undefined (77)

Yy mal
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Malvertising

Malicious pop ups/unders

Risk increases as website
reputation decreases

Games and applications have
the same risk profile
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Botnet Delivery Methods

Game and Application Cheats and
cracks

« Often asks to disable AV to avoid
false positives

e Sometimes embeds links to
malicious content instead of
payloads

« There is no reputable crack

47140, 4047454 e
7,4053233,4054591

185,4062724,406

"Data Security" by Visual Content is licensed under CC BY 2.0.
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Info Stealers

« All username and
password data
remembered by all
browsers

 All credit card
Information
remembered all
browsers

« Can collect specific file
types, including MFA
tokens

"Identity Thief - Stolen Credit Card Information" by cafecredit is licensed under CC BY 2.0.
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Payload Types

Remote Access Tools

Clients assume the
victim's digital identity

Residential IP Proxy as a
Service comes with
many free programs

RESIP’s charge by the
gigabyte for the victim'’s
Internet and mobile data
utilization

"Addams Family Hand Puppets" by Brechtbug is licensed under CC BY-NC-ND 2.0.
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Crypto Jacking
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"Cryptojacking" by EpicTop10.com is licensed under CC BY 2.0.
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Payload Types

Ransomware
« Deny access to files and
information

« Sells or gives away all the
victims encrypted data

 |ncludes all browser data

"Locky ransomware: payment" by Christiaan Colen is licensed under CC BY-SA 2.0.

© 2022 Society of Cable Telecommunications Engineers, Inc. a subsidiary of CablelLabs | expo.scte.org N
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Payload Types
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"Computer Virus Spreads to Humans" by TedRheingold is licensed under CC BY-NC 2.0.
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Email |
- Misspellings, abbreviations and character www.rnicrosoft.com

substitutions www.paypl.com
* Hyperlinks www.amaz0n.com

. 1 a1ty

Phishing refers to email sent with malicious links or attachments or fake websites that attempt to
appear legitimate. Using social engineering tactics to gain the readers confidence or trust, carefully
worded email with malicious attachments or links to malicious or fake websites designed to defraud the
victim is one of the most effective cyber-attacks that exist. Attachments such as Adobe PDF (Portable
Document Format), Microsoft Excel spreadsheets and even pictures can contain distinct types of
malicious payloads as categorized below. Opening any attachment effectively “executes” the code inside
that attachment with the associated program. Although anti-virus programs catch some of this malicious
code, often the malicious code escapes detection through code obfuscation or encryption. More often, a
phishing email contains a link to a malicious or cloned website.

Since most - 7" ==~ '-—-rtext Markup Language (HTML), hyperlinks, or links to websites, which

|http://badguywebsite.xyz/| . ) ;
allows the text fctri+ciick to follow link_an the underlying link to a website. For example, the text that reads

“http://GoodGuyWebsite.xyz/”” appears to point to GoodGuyWebsite.xyz. However, hovering the mouse

© 2022, SCTE® CableLabs® and NCTA. All rights reserved. 4

Picture from https://123series.watch/year/2022/
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Web Browsing e .

L (G QO B https//mailyahoo.com %% Q Search @ » =

« Inverse relationship between reputation P ———
A
a n d r i S k yahoo.’ mu \‘/?ri:: ::;::::\:imeaed toithisisite but Yahoo Mail Upgrade to Mail Plus Support Signin

« Verify lock in navigation bar before
entering any sensitive information

@ Watch Full 2022 Movies, TVShe x| + - @ m
9 NBC TV Network - Shows, Episc X |+
<« C O 8 nhttps//123serieswatch/year/2022/ % Q search © » = C 0 M E WI I

<« C QO 8 https//www.nbe.com %%  Q search
¥ Most Visited @) Getting Started @) Suggested Sites @) Web Slice Gallery 3 Other Bookmarks

Let's take a trip into a more organized inbo:
upgraded your experience.

L# Most Visited @) Getting Started uggested Sites @) Web Slice Gallery

LINK TV PROVIDER ) | : 123series.watch

Let's go

WATCH EPISODES

AunsC ' ! SR v 2022 ¥
ONE CHICAGO T ¢
. B x %2 | 4 : IFRETURN\NGSER\ES

(R Wi
FIRST K|LL

Becoming V': ﬂﬁlvﬁz
ELIZABETH A

Becoming Elizabeth (2022) Dark Winds (2022) First Kill (2022) Baby Fever (2022) Ms. Marvel (2022)

W o
| BREAKNGNEWS i
BIDEN'S SAUDI ARABIA TRIP BACKLASH
Surviving Summer (2022)  Last Seen Alive (2022) Prototype (2022) Jurassic World Dominion ... Black Site (:

Picture from https://www.nbc.com

Picture from https://123series.watch/year/2022/
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ai ATET 3G 4:10 < © 99% =
il AT&T LTE @ 0 74% ET e D
S M S ETER o Mess...() | +1 (949) 672-8...  Edit
« Unrecognized senders, unrecognized [ cai [ FaceTime || Addcontact [ Call j [ FaceTime j [Add Contact}
phone numbers or links Text Message - Text Message
Sep 1, 2013, 20:09 Apr 17, 2012 4:09
« Limited time offer, promises rewards | 1of2 d ETTTETTTTTT »
- o] : FRM:2022550830@ncua.g Balvyamar. S10pper
for clicking/calling, exclusive etc o Congratulations you have
SUBJ:New important sms just won a $1000 Walmart
MSG:i>¢As part of our Gift Card. Click here to @
security measures, we — claim your gift.
decided to flag your Bank @ R AP S SO
of America debit e —
(Con't) 2 of 2 | (STOP2end) )
platinum card.
Call now at 1-414-877-
0012 and unflag your card.
) (End) )

(Text Message )

aa— )
1'iPhone SMS Spam Invades America" by Wayan Vota is licensed under CC BY-NC-SA 2.0.

"SMS Text Message Phishing Spam Scan" by Wayan Vota is licensed under CC BY-NC-SA 2.0.
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General Takeaways
 Changing passwords on an infected
machine leads to re-compromise

« Storing passwords or credit card information
IN browsers is dangerous

« |fit'sfree, YOU are the product

« Game & App Cracks/Cheats nearly always
pack malicious payloads

 Mobile antivirus protection is just as
iImportant asa PC and isonly 1 layer

* You are the next layer! Staying objective and
diligent in a digital world is everyone's
responsibility

"you" by gfairchild is licensed under CC BY 2.0.
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