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RAN

HUB

Metro

Metro

IP coreAccess Internet P2P 
applications

• Discover and 
throttle p2p traffic

Challenge

DPI

DPI

• DPI hardware at select locations, 
application signatures

Solution

Peering

Nx1G
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CMTS

BNG

Cable

DSL

2G/3G

4G

FTTx

Wi-Fi

RAN

HUB

Metro

CDN

Peering

Metro

IP core

Transit

Access Internet and 
delivery networks

Cloud apps 
and services

• Instantly identify cloud 
apps & services 

• See how they flow 
through the internet

• See how they flow 
through my network

New challenge

DPI

• DPI not designed for cloud/IoT scale, encrypted 
flows or multi-dimensional analytics

Re-use?

Nx100G

DPI

To d a y:  D e l i ve r  Q o E c u s t o m er s  w an t ,  w i th  e c o n o m i es  S P s  n e e d
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Network telemetry

Service APIs Performance Log events

Security 
events

Switches DNS

Internet supply chain and “caller 
id”  for cloud apps/servicesEnterprise data

• Petabyte scale big data engine
• Real-time telemetry
• Multi-dimensional, real-time analytics

Routers OSS/BSS Customer care Support & 
billing

Datacenter 
monitoring

Application 
monitoring

T h e  e vo l u t i on  o f  I P  n e tw o r k  a n a l yt i c s
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CMTS

BNG

Cable

DSL

2G/3G

4G

FTTx

Wi-Fi

RAN

HUB

Metro

Metro

IP coreAccess

Cloud apps 
and 

services

Discover all cloud 
services/apps

Discover all IoT
devices

Map to IP flows 
anywhere in your 
network, in real-time

IP
 a

dd
re

ss
es

IP addresses

IP addresses

IP addresses

IoT devices

CDN

Transit

Peering

NETFLIX

Unravel the complex 
supply chain maps for 
every service/app

Internet and 
delivery networks

I n t e r n e t  s u p p l y c h a i n  /  “ c a l l e r - i d”  f o r  c l o u d  s e r v i c es
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Metro

CDN

Peering

Metro

Transit

Nx100G

CMTSCable

CMTSCable

• How many Netflix sessions 
on this link? 

• What is their ABR?
• Per subscriber?

• Do I need a cache for 
Netflix? 

• Where do I place it?
• How is it performing?

• Do I have the best peering, transit and CDN 
relationships?

• Where do problems really lie?
• How do I walk armed to any negotiation?

IP coreAccess

Cloud apps 
and 

servicesIoT devices
Internet and 

delivery networks

E n s u r i n g  h i g h  Q o E &  o p t i m a l  a s s e t  u s e  f o r  O T T  t r a f f i c
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CMTS-01
The solution: real-time insight into 
service quality and availability across 
the entire customer and network 
delivery path

“Click”

The problem...

Which CMTS just lost 
Netflix streaming?

48%

Buffering…

C u s t o m e r  e x a m p l e
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C u s t o m e r  e x a m p l e
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Multi-dimensional IP 
network analytics

Real-time 
visibility

(telemetry)

Smart network fabric

Enhanced packet intelligence and control

SDN control & 
automation

I n s i gh t  d r i ve n  n e tw o r k  a u t o m a t i on
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Low ABR for unicast video service 
along several links in path 

Map unicast video flows 
through new paths

Auto-create new 
segment route

High ABR through different 
peering router

Multicast 
video

Unicast 
video

Gaming

ISP B

Peering
provider

Peering
provider

ISP A

Request more insight 
on app performance

• Problem: how maintain high 
QoE for subscribers?

• Manual analysis/action
too slow to be effective

• Solution: Identify app QoE
issues & affected links

• Map flows to new segment 
routes and to partners with 
available bandwidth

• Policy-driven, automated process

C u s t o m e r  e x a m p l e
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Peering

Transit

CDN

• Cloud based attack sources

• Multiple attack techniques

• Terabit scale, 99% of which is volumetric attacks

100K
hijacked IoT 

devices

Hijacked 
10 G/s cloud 

servers 

TCP/IP DDoS attack

Reflection DDoS attack

Internal attacks
(from behind DMZ)

CMTS

BNG

Cable

DSL

CMTS

BNG

Cable

DSL

External attacks
(from Internet)

DYN 
DNS 
service 
attack

• “Maginot line” defense philosophy

• Rapid proliferation of bots/malware

• Crippling of internal infrastructure

Worm progression

Internal DDoS attack

SP network

WannaCry
worm

Botnet

T h e  n ew  f a c e  o f  D D o S  a n d  m a l w ar e
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CMTS

BNG

Cable

DSL

CMTS

BNG

Cable

DSL

Peering

Transit

CDN

• Simplistic – IP flow analysis from ~15 years ago
- subject to false positives/negatives

• Expensive - accelerating capital costs

• Slow – manual mitigation in scrubbing centers

Hijacked IoT 
devices

Hijacked cloud 
servers 

Detection appliance

Scrubbing 
center 

appliances

SP network

External attacks
(from Internet)

• No internal defense capability 
offered

Internal attacks
(from behind DMZ)

To d a y’s  D P I / a p p l i an ce  d e f e n ce  n o t  d e s i gn ed  f o r  c l o u d / I o T



© 2017 SCTE•ISBE and NCTA. All rights reserved.   |   scte.org • isbe.org 14

Peering

Transit

CDN

• More precise: multi-dimensional analytics, cloud genome, enhanced router filtering 

• Faster: detection and mitigation all in-line

• More cost effective: cloud scale analytics, NPE scale filtering

Hijacked IoT 
devices

Hijacked cloud 
servers 

SP network

Multi-dimensional 
analytics

CMTS

BNG

Cable

DSL

CMTS

BNG

Cable

DSL

External attacks
(from Internet)

R e d e f i n i ng  D D o S  s e c u r i t y  a r c h i tec tu r e
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• Conventional IP routers have limited DDoS attack 
mitigation based on “5 tuple” IP header inspection 

IP header
IP payload

IPv4 packet structure

Options Padding

Destination address

Source address

Header ChecksumProtocol = 6Time to Live

Identification Flag
s Fragment Offset

Total LengthType of ServiceIHLVersion

Source Port Destination Port

Sequence Number

Acknowledgement Number

Window

TCP Options Padding

Urgent PointerChecksum

TCP Data

Data 
Offset

U
R
G

A
C
K

P
S
H

R
S
T

S
Y
N

F
I
N

IP
 H

ea
de

r
TC

P

• Volumetric DDoS filtering based on router silicon 
reduces the need for network appliances, while 
maximizing  router slot capacity for user traffic

• Centralized appliances with stateful DPI can mitigate 
volumetric DDoS attacks but are costly/scale poorly

• Integrating network appliances in routers saves on 
backhaul cost but consumes valuable slot capacity

T h e  r o l e  o f  n e tw o r k  s i l i con  i n  D D o S  d e t e c t i o n / m i t i g a t i o n
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Peering

Transit

CDN Hijacked IoT 
devices

Hijacked cloud 
servers 

BNG

CMTS

BNG

SP network

Analytics

Carrier SDN
Worm

DDoS 
Bot

• Detect attacks 
• Slow their propagation
• Eliminate attack traffic 
• Clean infected endpoints*

DSL

DSL

BNG

M u l t i -p e r i me te r  d e f e nc e
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Tony Kourlas
tony.kourlas@nokia.com
613.979.2686
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