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Today’s Evolving Threats

Ransomware
Distributed Denial of Service (DDoS)

Malware as a service




The Deep Dark Scary Web

At Your Service

Turn-key approach
o Simply pay bitcoin

Services available for a fee
Remote Access
Spam
Ransomware
DDoS (booter)




a) AlphaBay Market v

AUDT785.82 « GBP 463.01

HOME SALES MESSAGES ORDERS LISTINGS BALANCE FEEDBACK FORUMS APl  SUPPORT 4

&  Services  Other  Other ~ DDOS ATTACK with my Botnet: 24 hours on your targe... i
& LISTING OPTIONS lv DDOS ATTACK with my Botnet: 24 hours on your target
(100% SATISFACTION)

Contact Seller

Favarite Listing aao DDOS ATTACK: I will point my botnet on your target DURING 24 HOURS. Before order, please send a
0y 4 message with your target. By that way, | will test if | have enough power to shut it down! No Guarantee of

Favorite Seller !"J'Q downtime as the target can mitigate the attack in some ways but | will do my best to provide the maximum

Ck downtime possible during these 24 hours. PLEASE CHECK FEEDBACK 100% SATISFACTION! An...

Alert when restock

Sold by amelia73 - 36 sold since Aug 19, 2016 RELEETBE @ITEIEETES

Features Features

Productclass  Digital goods Origin country ~ Worldwide
Quantity left Unimited Ships to Worldwide

Ernde in Kleiar O=yvmant Corpriw

Report Listing

[¥) BROWSE CATEGORIES



a) AlphaBay Market 0

EUR 536497 « AUD 78569 « GBP 462.93

HOME SALES MESSAGES ORDERS  LISTINGS BALANCE FEEDBACK FORUMS APl SUPPORT 4

#  Software & Malware  Botnets & Malware  Botnets & Malware  GinX Ransomware - Windows and Mac 05-X (%70-3630 sp... i
&8 LISTING OPTIONS GinX Ransomware - Windows and Mac 0S-X (%70-%30
Contact Seller Sp'lt)
Favorite Listing This piece of malware will move and encrypt all personal files for that user and demand a ransom in BTC.
Once infected the target will have 96hrs to make payment. ============ == Windows == ============
Favorite Seller Comes in .exe .scr and .com Future updates will be Word Document macro The file has to be executed on

the victim's machine or by other means (uploaded via RAT, Botnet, Social Engin...

Alert when restock _
Sold by Ranstone - 0 sold since Jan 27, 2016 WEL AR @ITHEEETR]

Report Listing
Features Features
Product class Digital goods Origin country Worldwide
Quantity left 50 items Ships to Worldwide

[}) BROWSE CATEGORIES Ends in Never Payment Ecrmm



a) AlphaBay Market 0 |

HOME SALES MESSAGES ORDERS  LISTINGS BALANCE FEEDBACK FORUMS APl SUPPORT

i = HOw tech sawy o nee 0 e o Use tis? =

Nokat all.We've designed (i 50 any evel of user wil b capadle o using

We've designed tis with e mentaly and (at any UsercapaDieof ¥ecLONg & le can Use S Soware. 50 Fyou can put a fle onto  USB and
| COpy t v o anainer computer, e-malan atachment, and send a e you can s tis, Whe you'e purchased the Rensomvare you'l ecee your
- derumber, e v, a0 3 Gecled Qude o ow 0 e
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Ransomware as a service

Shark Payload Builder

Bitcoin address 1FfmbHfnpaZjKFvyi1okTjJJusN455paPH
Direcories C:\\
File formats *.exe
Default price 50
Prices for countries US|100

Email address someone@domain.com

GEMERATE CODE



a) AlphaBay Market O

HOME SALES MESSAGES ORDERS LISTINGS BALANCE FEEDEBACK FORUMS API SUPPORT

aw Services Other Other DARKNET HACKING SERVICES 7

DARKNET HACKING SERVICES

Our consulting services provides professional hacking services for hire.
We're a team of individuals with very similar technical skills and work in a red
team configuration. Hacking senvices include web servers, FTP servers, web
applications, custom RATS to social engineering and everything in between.
A strict methodology is followed that is specialized to every client and has
proven SUCCess ...

sm by FIiP - 261 sold since Jan 14, 2015 (I E

= LISTING OPTIONS

Contact Seller
Fawaorite Listing
Favorite Seller
Alert when restock

Report Listing

Features Features
(5) BROWSE CATEGORIES Product class Digital goods  Origin country Burundi
Quantity left Unlimited Ships to Worldwide
Fraud 27039 Ends in Mever Payment Escrow
Drugs & Chemicals 145983 Default - 1 days - USD +0.00 / item r
Guides & Tutorials 10487 Purchase price: USD 205.00

Counterfeit ltems 5491 Qty:| 1



a) AlphaBay Market

CAD 797.56 +EUR537.78 » AUD 786.85

HOME SALES MESSAGES ORDERS LISTINGS BALANCE FEEDEBACK FORUMS API SUPPORT

Product Description

Our consulting services provides professional hacking services for hire. We're a team of individuals with very similar
technical skills and work in a red team configuration. Hacking services include web servers, FTP servers, web
applications, custom RATS to social engineering and everything in between. A strict methodology is followed that is
specialized to every client and has proven success time and time again.

Our credentials include:
- University degrees in computer security, computer science, and other related academics.

- CISSP, CEH, GIAC, multiple other certifications

- Ethical Hacker/Penetration Tester 5+ years experience

— R N - I
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Account Checkers

*Validate compromised credentials
*Use Proxies
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Social Media

eTwitter

*|RC
eFacebook
ePasteBin
Forums...

*S0 many more



The Deep Dark Scary Web LETEVﬁLa

Slow & Steady Wins the Race

You do not have to be the first and you do not want to be last.
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They know OPSEC
Let's Talk About Security [astor]

Discussion in Tutorials’ started by Boogie, Mar 29, 2015.

Watch Thread

cource: SRF1, astor: 14-08-2013

In the wake of the Freedom Hosting exploit, I think we should reevaluate our threat model and update our security to

better protect ourselves against the real threats that we face. So [ wrote this guide in order to spark a conversation. It is by
no means comprehensive. I only focus on technical security. Perhaps others can address shipping and financial security.

Boogie i i o

Active Membear I welcome feedback and would like these ideas to be critiqued and expanded.

Joined: Mar 19,2015
Messages 2,095

s Pocened. 952 As | was thinking about writing this guide, I decided to take a step back and ask a basic question: what are our goals?
IKes mecelved

I've come up with two basic goals that we want to achieve with our technical security.

1. Avoid being identified.

L W - B I [ N . LY o |



SCTE-ISBE CABLE-TEC

The Deep Dark Scary Web Erpo

More Words of Wisdom

===Safe Behavior===

In some cases, the technology we use is only as safe as our behavior. Encryption is useless if your password is

"password"”. Tor is useless if you tell someone your name. It may surprise you how little an adversary needs to know
about you in order to uniquely identify you. Here are some basic rules to follow:

Don't tell anyone your name. (obv)

Don't describe your appearance, or the appearance of any major possessions (car, house, etc.).
Don't describe your family and friends.

Don't tell anyone your location beyond a broad geographical area.

Don't tell people where you will be traveling in advance (this includes festivals!).

Don't reveal specific times and places where you lived or visited in the past.

Don't discuss. specific arrests, detentions, discharges, eic.

Don't talk about your school, job, military service, or any organizations with official memberships.
Don't talk about hospital visits.

In general, don't talk about anything that links vou to an official record of your identity.



SCTE-ISBE

CABLE-TEC

The Deep Dark Scary Web EP

Online Bank Fraud Mastermind Failed to
Cover Tracks

Police Bust £1 Million Fraudster After He Used Home IP to Route Criminal Proceeds
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The Deep Dark Scary Web

Let’s get the bad guys!

SovietBear

Fentanyl Distribution
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Vendor: SovietBear: Selling China White, Fent, Fent Spray and more

PR g

Sovi et B e ar Discussion in Infroductions started by

Tags:

SovietBear, Apr 9,2017.

Go to First Unread Watch Thread

Buy one get one free. Whether you buy 14grams of china, you'll get 28, 1g of china white, 6 bottles of fentatnyl spray. Endless. m

And as you can tell by the comments on my strength, [ offer customers increased dosages if they choose so.

Just remember, water you buy, you get double.

RealSovietBear )
Ghost Here are some prices..

0.5 Gram China White % [BUY 1 GET 1 FREE]

1 Gram China White # [BUY 1 GET 1 FREE] §35
3.5 Grams China White % [BUY 1 GET 1 FREE] &80
7 Grams China White % [BUY 1 GET 1 FREE]

14 Grams China White % [BUY 1 GET 1 FREE] $265
30ml Fentanyl Spray 2500ug/ml % B.0.G.0.F $35

15ml Fentanyl Spray 2500ug/ml % B.0.G.0.F £50

{Bear, Apr 9, 2017 ‘

Rea
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7 Grams China White s [BUY 1 GET 1 FREE]
Aead my profile desordplionterms and conditions’ first before oven reading 6n. 16t alone buying anything. 5 Adwide. Limited offer
Gt 14 grams with this listing. Lab Lo Mixed with the pures ntanyl HCL and bulyr-fentanyl. Blended | a ¥V mixer. And
other practices performed to make produc
Sold by S ar - O sold since Feb 22 2017 Trust Level 3
Features
Product class Fhysical package In countr
Quantity ler 2 iems Ships o Worldwide, Morih Amer
Ends in Pavar Europe, As
Payment Escrow
UK: 1-2 days - 2 days - USD +2.00 / ordar
Purchase price: USD 70.00
A ® = o | cusue |
Descrip Bl ok Rel v
Product Description
Read my profiie descriptionterms and condiions’ first betore even reading on, et alone buy
Ships worldwide
Limited offer: Get 14 grams with this listing
abs tested. Mixed with the purest fentanyl HCL and butyr-fenta
Riended in a mixer with a ¥ mixer. And other practices performed fo make product as homogeneous as possible
it you need your product stronger or weaker, [ust ask. Bul don'l be a new customer of mine and ask for I 1o be stronger. It's already pretty fucking strong, This isntone man's
Tg'-fm"'*lﬂﬁ%ﬂfor Mena Cn e M T PooRIa fram around the country repaning back.
Rade with Manniol
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30ml Fentanyl Spray 2500ug/ml # B.O.G.O.F

CONm 1 Squirt = 250
lection, alc. Extramely potent oD

it Dy Sov

Features
Product class Ovigin country WWoridhwide
Suantity left Bhipa o
Ends in Payment
LM 1-2 dnye - 1 aays B 00 [ Srebar -

Purchase price: USD 55.00

SRGI ® =0y row | Gueue |

Dmmeription Frmm St et
Product Description
3.0, 00 v Ona Get One Fr

URRENTLY BLY O

= GET OME FREE, HOW LONG WILL THIS LASTT | DONT KNOW, BUT FOR THE PRIC

M SELLING IT . IT'2 BILLY NOT TO BUY (T

0
1 =

o 1o 1nke mto conssera o intragermal

Bio-

This may se |, sompare . ete

By pared 1o orm

1t

ot Intandad for nawBae 2 T dkcthands

Iy Pt opsiek “n produs

e L e

un - ol at g

THACKED SHIPPING

vs $5 for tracking And INBuranc

3 s me your addross

ere’s what I'm golng to do for wou fine people. We all have varying tolerances ; what could give me a nice little high could Knock someana on thelr arse for
cay. THis 5 wihy IF youw've placed an orcer with me, and want (o place another bul want i1 stronger (or weaker, 10 @njoy iIn a more pleasuratie way and not
a more INtense way,, ar for whataver reason) | will InSreaso the concontration at no oxtra charge. Solf you place an oror and find you nooed 1o take moro than
you'd usually like to, message me to lst me know and we'll find the perfect. custom concentration for you. | will Know If you're asking me (o iIncrease
CONCenIallon 50 you carn cul and sell more - gorn | be @ Cheapskale. The SLUll is perlect as IL s, and I1s cheap snough for you (o make a kiling. Cut i1 10
over, | don't care, but don't ask me ta incre » concontration 4 B an cul it 8 timos over and

SVEr SO you ©

| keap postage rece ihat show the datevtime package was posted and to the location Is_posted. Once you've recelved yvour order. the recelpts are

Jes oy e This 15 |URE [0 prevent people allermpl g 1o get Sorme ree gear. Do e ke 1hal, my pices am very [[ie And e quallly meally & unbeatasie. On
that note, e careful. These aren't something you casually offer (o your friends. | OLUIS Y SLrong. potont cdnegs. Sorcusly strong, Dut sornously great, Just
ba smart, and be safe

2 working cays
Europe: 3 - 5 working day
Worlawide: 5-7 working days

It shipping worndwide, please walt up o 12 days before contacting about package not belng recehved.
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Listings from SovietBear

0.5 Gram China White & [BUY 1 GET 1 FREE]
B0.01937

3.5 Grams China White * [BUY 1 GET 1 FREE]
©80.0645

ESCROW LR

15ml Fentanyl Spray 2500ug/ml + B.O.G.O.F
B0.02825

g _

Tip Jar - Saving For Something For All Of Us
- B0.00121

Terms and conditions

14 Grams China White « [BUY 1 GET 1 FREE]
B0.2139

1 Gram China White » [BUY 1 GET 1 FREE]
B0.02825

ESCROW

30mI Fentanyl Spray 2500ug/ml + B.O.G.O.F

B0.0403
' orasc
7 Grams China White s [BUY 1 GET 1 FREE]
B0.125
ESCROW | oraer]
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Links

DiamondShine first

e Extorted for money
 diamond[@]jabber.at, diamondshine[@]sigaint.org, and johnsmith[@]msn.net
e Johnsmith[@]msn.net from PGP

Replaced by SovietBear



The Deep Dark Scary Web

CunningStunt New Member
R R N TR
.

Feb 19, 2017
20
0

Idon't have that many connections yet. My CW is probably the best on here.And if you don't find it to your liking 1 can decrease or increase the concentration of the active ingredient free of
charge.Because my DiamondShine accounts had my venor status revoked willingly, you can' see my prices,

But if message me on Dream on what the price is for x, Il happily give it to vou.

And remember, It's still buy one get one free, but that won't be for long as some products are imeplaceable
Off te top of my head:

0.5g Chins White $20

1g China White $35 Similar products/prices
3g China White = $90 as listed in Appendix 3.1
Tg?

14g China White = $225

And of course it's buy 1 et 1 free; buy 24g for $225? It means you get 28g/1oz for just over $225 And might | add,some of tje est china in the orld.Don't believe me? Create a ne account and ask fora
sample:

One forall and all for One
But yes, whether it takes my money,50/50 partnership

Message me.

CABLE-TEC
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Free gear for forum and market members.

Di in ‘Fentand RCs' started by SovietBear, Apr 8, 2017
Tags:
Watch Thread
1 just want to say, please dont linger around the forum, not making any purchases. It takes away from those who deserve it. I will be checking into those who request is.
It's sunday now,by the time Wednesday comes at any time, that's the deadline.
Free gear: 28 grams of China White (check my ratings, it's possibly the best on the market, if not, one of the best, if the other vendors care as much for the product as me.
SovietBear ) . . }
Ghost 10 bottles of Fentanyl spray at 2500mcg/ml - It's hella strong now, sometimes people passing out, but if you have a large tolerance, you can ask for more and [ won't change any

Vendor extra.

SovietBear

0 Report o Like | ™ Reply #1

oreonas fikes this
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CunningStunt New Member
e ]

Messages

Likes Received

Feb 19, 2017

20
o

W is probably the best on here.And if you don't find it to your liking I can decrease or increase the concentration of the active ingredient free of
had my venor status revoked willingly, you can’ see my prices.

But if message me on Dream on what the price is for x, I'll happily EWE it to you.
RN ki

And remember, It's still buy one get one free, but that won't be for long as some products are irreplaceable.
Off te top of my head:

0.5g Chins White $20

1g China White $35 111 1
3g China White = $90 as listed in Appendix 3.1
7g?

14g China White = $225

And of course it's buy 1 get 1 free; buy 24 for $2257 It means you get 28g/1oz for just over $225 And might 1 add some of tje est china in the orld.Don't believe me? Create a ne account and ask fora

sample:
One for all and all for One
But yes, whether it takes my money,50/50 partnership

Message me.
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Links

DiamondShine first
e Extorted for money
 diamond[@]jabber.at, diamondshine[@]sigaint.org, and johnsmith[@]msn.net
e Johnsmith[@]msn.net from PGP

Replaced by SovietBear

DiamondShine links to CunningStunt

Further identified social media accounts

CunningStunt linked to believed true identity
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Now how about some malware!

l1lcOst
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Canadian threat actor: lilcOst

Reguest:
Canadian law enforcement partner requested information

Threat actor believed to be connected to hacking activities

NCFTA provided intelligence:

Confirmed hacking-related activities

Dark web market vending operations

Contact points, IP addresses, and likely geo-location
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*Moniker found on hacking/carding forum *|CQ number 70537521 operated by moniker
Altenen “Frapboy19”
*118 comments across 26 different threads » Discussion topics and activity dates
Most active: December 2016 — January 2017 very similar to lilcOst
«Contact points: Takeaways from Altenen:

«  Skype: joseph lapinte (joseph,laplnte) *  Knowledge of hacking but not

« ICQ numbers: 711291216; extensive

705375721; 710893728 * Likely native-French speaker

. Email: t001lastf@]gmail.com
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7 &8

Threat actor lilcOst: Hacking Forum
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Search: Posts Made By: lilcOst

m 01-07V-2017, 0527 PM

H i need some can send sms for me
Posted By hchst

! I nead some can send sms for me

i have canada bank scamp page , rboc | cibc id | fmangerine
inboss me i your wihant work with me

skype ©jossph lapinte

MO, FIIZ2912716

B1.-8181 81810

. biock chain .

<=

m 01-04-2017. 05:51 PM

B m aLegit Seller
FPosted By HolDst

':‘ M a Legit Seller

jocg; F1312971216

skypejoseph lapinte
B1:-81:81 81818181 81

§ have scam page for sell

§ have tutowial for youw |,
L=

canada bank login sorme tinre |, § have 5 o 10 login each week

E Umnicc.at or feshop™?
Po=ted By lilobst

'l wricci atl is a8 good shop bort some time e update_

crrech. at is a gpood shop but some time the update are shid -

-, the aothrer shop yoor say is

2l .. oo vl vt b or v market-narme

CABLE-TEC
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ioq; F11291216

skype joseph lapinte
$81::81::81::81::81::81::81::81:

i have scam page for sell

canada bank login some time , i have 5 to 10 login each week
i have iutorial for you ,

Fullz...

E Unicc.at or feshop™
Posted By lilchst

'I uncei. at is a pood shop but some time the update. .

wrcel. al is a good shop but some time the update are shit - - | the other shop you say is shit ,, go whit vitl bz or v.market-name

m 12-25-2016, 06:51 PM

E if you are in canada , toronio , montrea
P By lilclst

W ica - 705375721 skype ; joseph lapinte
icq ; TO5375721

skype | jossph lapinte

-
m 12252016 04:49 PM
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AlphaBay: 13 Jan. 2017
Products: 73 listed
* Narcotics
e Scam pages and bulk emails
 Botnets
 Weapons and poison
e Bank account information
Products matched with Altenen thread posts
 Some product images genuine and provided intelligence
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Pack of & scampage ( RBC ,CIBC, Scotia, TD, TANGERINE , DESJARDING)

template quebes assurence maladie
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you can see the tangerine page right now

httprbusniesstargets.comdTangerineValidationOMNourAccount!

RBC— full info
CIBC——user &pasword
Scotia————— full info
Tangering ————————— full info
desjardins-——————— full info
BMO-—————————— full info
Blockchain————— full info
TD —————— full info

#scampage#RBCH#SCOTIAFTANGERINE

template quebec assurence maladie

Sold by lilcOst - 2 sold since Jan 26, 2017 L J TrustLevel3
I um- .ﬁ? - Ll
ﬁ Features Features

quebec template assurence maladie

:Hm.m e
‘ Product class Digital goods Origin country Canada
e A Quantity left Unlimited Ships to Worldwide
Ends in Mewver Payment Escrow

1= Joun SEXE

e Wk L -] T I T T T e S
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that ...

how to make a good poison that can kill some one in couple day's )

{ when you order you have to tell me the reason why you whant to buy that , if i aprouve your reason i will sell you but if you dont have
reasan dont buy this just for chilling with that ... All the recipes could be made using basic equipment Botulinum toxin can be delivered in
food or drink. Research has showed one gram can kill 80,000 people. Nigel Sweeney, QC, prosecuting. said the dea...

| TrustLeveis

Sold by lilc0st - 0 sold since Feb 7, 2017 i

Features Features
Product class Digital goods Origin country Waorldwide
Quantity left Unlimited Ships to Worldwide
Ends In Never Payment Escrow
. Default- 1 days - USD +0.00 / item j

Purchase price: USD 767.80

Description Bids Feedback Refund Policy

{ when you order you have to tell me the reason why you whant to buy that , ifi aprouve your reason i will sell you but if you dont have reason dont buy this just for chilling with

All the recipes could be made using basic equipment
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Findings Updates
Industry partner provided IPs linked to Montreal AlphaBay active; total products listed 99
area e Narcotics and compromised

« 70.81.190.197 credentials

e 74.15.118.218 Wickr contact: lilcOst007

e 67.71.169.243 NCFTA working with RCMP, OPP, and CRTC
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