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Ransomware

Distributed Denial of Service (DDoS) 

Malware as a service

Today’s Evolving Threats

T h e  D e e p  D a r k  S c a r y We b
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Turn-key approach
• Simply pay bitcoin

Services available for a fee
• Remote Access
• Spam
• Ransomware
• DDoS (booter)

At Your Service
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Ransomware as a service
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•Validate compromised credentials
•Use Proxies

Account Checkers
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•Twitter
•IRC
•Facebook
•PasteBin
•Forums…
•So many more

Social Media

T h e  D e e p  D a r k  S c a r y We b
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You do not have to be the first and you do not want to be last. 

Slow & Steady Wins the Race
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They know OPSEC
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More Words of Wisdom
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SovietBear
Fentanyl Distribution

Let’s get the bad guys!
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SovietBear

T h e  D e e p  D a r k  S c a r y We b
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DiamondShine first
• Extorted for money
• diamond[@]jabber.at, diamondshine[@]sigaint.org, and johnsmith[@]msn.net
• Johnsmith[@]msn.net from PGP

Replaced by SovietBear

Links
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The Deep Dark Scary Web
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DiamondShine first
• Extorted for money
• diamond[@]jabber.at, diamondshine[@]sigaint.org, and johnsmith[@]msn.net
• Johnsmith[@]msn.net from PGP

Replaced by SovietBear
DiamondShine links to CunningStunt
Further identified social media accounts
CunningStunt linked to believed true identity

Links

T h e  D e e p  D a r k  S c a r y We b
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lilc0st

Now how about some malware!

T h e  D e e p  D a r k  S c a r y We b
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Request:
Canadian law enforcement partner requested information
Threat actor believed to be connected to hacking activities

NCFTA provided intelligence:
Confirmed hacking-related activities
Dark web market vending operations
Contact points, IP addresses, and likely geo-location

Canadian threat actor: lilc0st
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© 2017 SCTE•ISBE and NCTA. All rights reserved.   |   scte.org • isbe.org 29

T h e  D e e p  D a r k  S c a r y We b

•Moniker found on hacking/carding forum 
Altenen
•118 comments across 26 different threads
•Most active: December 2016 – January 2017
•Contact points:

• Skype: joseph laplnte (joseph,laplnte)
• ICQ numbers: 711291216; 

705375721; 710893728
• Email: t001last[@]gmail.com

•ICQ number 70537521  operated by moniker 
“Frapboy19”

• Discussion topics and activity dates 
very similar to lilc0st

Takeaways from Altenen:
• Knowledge of hacking but not 

extensive
• Likely native-French speaker 
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Threat actor lilc0st: Hacking Forum
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AlphaBay: 13 Jan. 2017
Products: 73 listed

• Narcotics
• Scam pages and bulk emails
• Botnets
• Weapons and poison
• Bank account information

Products matched with Altenen thread posts
• Some product images genuine and provided intelligence

T h e  D e e p  D a r k  S c a r y We b
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Findings
Industry partner provided IPs linked to Montreal 
area

• 70.81.190.197
• 74.15.118.218
• 67.71.169.243

Updates
AlphaBay active; total products listed 99

• Narcotics and compromised 
credentials

Wickr contact: lilc0st007
NCFTA working with RCMP, OPP, and CRTC

T h e  D e e p  D a r k  S c a r y We b
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Randy Stanger
rstanger@ncfta.net
412-618-3144
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