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T H E Y T E L L U S  I O T  W I L L B E  B I G !
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New types of devices with low resources 
and large scale, enabling sustained DDoS 
attacks

More connectivity, more threats

A complex interconnected set of devices 
vulnerable to malware and DDoS attacks

More critical national infrastructure 

N E W  TA R G E T S  F O R  P R O V E N  AT TA C K S  AT  S C A L E
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Research
Hacktivist
Economic exploits
Terrorism and cyber warfare

Attack Types
Nuisance level

Threats to business and brand

Threats to life

Threats to national security and critical 
infrastructure

Four Levels of Threats

AT TA C K E R  I N C E N T I V E  &  L E V E L O F  T H R E AT S
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Fail: Insecure network joining 
Threat: Control light remotely 

https://www.theregister.co.uk/2016/11/10/iot_worm_can_hack_philips_hue_lightbulbs_s
pread_across_cities/

Light Bulb Attach
Fail: Verifying validity of SSL certificate
Threat: Neighbor stealing Gmail credentials

http://www.theregister.co.uk/2015/08/24/smart_fridge_security_fubar/

Smart Fridge Attack

N U I S A N C E  T H R E AT  L E V E L

https://www.theregister.co.uk/2016/11/10/iot_worm_can_hack_philips_hue_lightbulbs_spread_across_cities/
http://www.theregister.co.uk/2015/08/24/smart_fridge_security_fubar/
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Fail: Verify validity of SSL certificate
Threat: Impact on privacy

http://arstechnica.com/security/2015/11/man-in-the-middle-attack-on-vizio-tvs-coughs-
up-owners-viewing-habits

Connected TV Attack
Fail: No segmentation
Fail: No OTA update
Threat: Losing control in a driving car 

http://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/

Connected Car Attack

T H R E AT S  TO  B U S I N E S S  O R  B R A N D

http://arstechnica.com/security/2015/11/man-in-the-middle-attack-on-vizio-tvs-coughs-up-owners-viewing-habits
http://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
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Fail: Unencrypted Communications 
(plaintext commands)
Threat: Taking control of insulin delivery on 
the pump

http://nypost.com/2016/12/29/yes-pacemakers-can-get-hacked

https://www.cyberscoop.com/johnson-and-johnson-insulin-pumps-hacked/

Insulin Pump Vulnerability

Pacemaker
Blood pressure monitors

Other Examples

T H R E AT S  TO  L I F E

http://nypost.com/2016/12/29/yes-pacemakers-can-get-hacked/
https://www.cyberscoop.com/johnson-and-johnson-insulin-pumps-hacked/
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• Nuclear installation
• Energy grids
• Water supply networks
• Communication services
• Transport systems
• Hospitals

Vulnerabilities

http://observer.com/2016/03/cyber-attack-on-new-york-dam-highlights-the-dark-side-of-
the-internet-of-things/

T H R E AT S  TO  N AT I O N A L S E C U R I T Y &  C R I T I C A L  
I N F R A S T R U C T U R E  

http://observer.com/2016/03/cyber-attack-on-new-york-dam-highlights-the-dark-side-of-the-internet-of-things/
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N O T  A N E W  P R O B L E M  A F T E R  A L L

IoT security challenges can be met by 
existing technologies

False idea that IoT needs completely 
security rethink

IoT is not new

Connected security is now achievable on 
low powered IoT devices
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F O U R  K E Y E L E M E N T S  O F  I O T  S E C U R I T Y

Security of the 
Collected Data

Integrity of Device 
Communications

Device Integrity Device or User 
Authentication
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I O T  S E C U R I T Y S N A P S H O T

Security of Collected 
Data

Data Protection on the 
whole data lifecycle 
• Enforcing policy rules and 

regulation of collected data

Security within the cloud
• End-to-end protection of 

an IoT service hosting
Integrity of Device
Communications

Data Protection During Transit
• Secure tunnels to avoid eavesdropping
• Prevent spoofing through falsification 

of data

Communications Integrity
• Secure channel enforced by encryption
• End-to-end protection of an 

IoT data path

Secure Device
Authentication

Unique Authentication Keys
• Only identifiable devices can 

join the IoT network
• Prevent intrusion by unauthorized 

user

Virtual Device Authentication
• Authentication associated with the 

individuals (e.g. transferable car 
keys)

Device Integrity

Secure Boot
• Prevent device software from being 

compromised over lifecycle 
• Detect attempts to hijack the device
• Ensure integrity of the bootstrap 

Secure Software Update
• Ensure integrity of updating process
• Prevent devices from being 

compromised during operations 
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I O T  V E R T I C A L M A R K E T S  – G E N E R I C  C H A L L E N G E S

mHealth IndustrialSmart Home

Cloud data integrity 
and compliance 

Integrity of Device
Communications

Secure Device
Authentication

Device Integrity

Automotive Smart Cities
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• Device credential management
• Secure software update
• Trusted secure IP communications – TCP, UDP, unicast, multicast
• Device threat monitoring
• Threat reporting/aggregation/alerting
• Secure Data repository with regulatory and policy compliance

Not just for Christmas - typical lifetime tasks

W H O  W O U L D  Y O U  T R U S T ?

Few in the industry with a broad, long-term track record
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• Threat surface of connected systems 
is extensive

• The security challenge exists over the 
lifetime of the application

• Look to best combination of innovation 
and system integrity

Summary

C O N C L U S I O N
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Petr Peterka
ppeterka@verimatrix.com
+1-858-677-7800 x4001


	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16

